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1	Decision/action requested
Resolution of EN.
2	References
[1]	3GPP TS 33.875
3	Rationale
Resolution of EN.
Editor's Note: Clause 5.21.3.2 of TS 23.501 states "Furthermore, for a given UE and PDU Session any SMF in the SMF Set should be able to control the N4 session with the UPF (however, at any given time, only one SMF in the SMF Set will control the UPF for a given UE's PDU Session)." It is ffs whether only one NF consumer in the NF set can use the same token to request service from NFp at the same time, i.e. if only one NFc can represent the NF set at any given time.
There is always one NF representing a set at a given time. Only one NF of the NF Set or NF Service Set shall be able to use the access token issued for a set at a given time. The management of which NF within the set is currently the leaderand using the OAuth token is for implementation and out of scope.
4	Detailed proposal

********** START OF CHANGES
[bookmark: _Toc88084220]6.7.2	Solution details
The NF Service Consumer belonging to a NF Set, it includes its NF Set ID in the Access Token Request message to NRF and also in the CCA or the NF certificate. 
When the Access Token Request is processed by the NRF and a NF Set ID is included, the NRF knows that the NF Service Consumer requests an access token to be useable by all NF Service Consumer instances within the NF Set. If NRF authorization of the NF Service Consumer is successful, ie. the NF Service Producer has indicated that an access token for a NF Set or NF Service Set can be issued, and the NF Set ID in the CCA matches the NF Set ID in the access token or in the NF certificate, NRF includes as claim the NF Set ID of the expected NF Service Consumer instances to allow the access token generated for usage by all NF Service Consumers in the NF Set. NRF sends the access token back to the requester.



Figure 6.7.2-1 – Access Token Request procedure (TS 33.501 Figure 13.4.1.1.1-1) enhanced with NF Set ID in the Access Token Request message

[bookmark: _Hlk80226308][bookmark: _Hlk7259083]How NFs of a NF Set or a NF Service Set manage the distribution of an access token issued for set or service set and their availability to other NFs within the NF Set, is for implementation and out of scope.
When a service is requested, the requester (NF Service Consumer or SCP) includes the NF Set ID of the NF Service Consumer in the Service API Request, as well as in the CCA, if the CCA is sent, in addition to the access token obtained from the NRF. NF Set ID in CCA is only reliable if the NF Set ID is included in the certificate related to the private key that the NF Service Consumer used to sign the CCA.
The NF Service Producer checks whether the Consumer NF Set Id in the Service Request matches with the NF Set ID claim in the Access token. If CCA is sent, it also verifies, if the NF Set ID matches the NF Set ID in the CCA. If included in NF certificate, it can also match the NF Set ID with the NF Set ID in the NF certificate. If yes, it proceeds with serving the request, otherwise it rejects the request. 
There is always one NF representing a set at a given time. Only one NF of the NF Set or NF Service Set shall be able to use the access token issued for a set at a given time. The management of which NF within the set is currently the leaderand using the OAuth token is for implementation and out of scope.

Editor's Note: Clause 5.21.3.2 of TS 23.501 states "Furthermore, for a given UE and PDU Session any SMF in the SMF Set should be able to control the N4 session with the UPF (however, at any given time, only one SMF in the SMF Set will control the UPF for a given UE's PDU Session)." It is ffs whether only one NF consumer in the NF set can use the same token to request service from NFp at the same time, i.e. if only one NFc can represent the NF set at any given time.

********** END OF CHANGES
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